000 «YUCbH»

«CUCTEMA ABTOMATHU3AIINNA
OBECIIEYEHUS BE3OITACHOCTN»
YupasiieHne 00padoTKOM NEePCOHAIBbHBIX JTAHHBIX
PykoBoacTBO nosib3oBaress

ExarepunOypr
2025



Conepxanue

1. O0uHe MoOJI0KEeHHS 3
1.1. TepMUHBI, OTIPEACTICHMS, COKPAIIICHUS. ... veeurrerereeurerreenseeaseesseessseesssesnseesssesseenssesnsessssesseesssesseessseesseesssessseessnesnse 3

IR @ 1535507 (o) : 1=71 (=35 1 5 FRR PRSI 3

1.3, HABHAUCHIE MOTYIIM. ... e eueeetemterueenteatteteetteteeutenteeutesteemtesueenteseeeneesaeensesste bt estensees e e bt en s e b e emeeeseentesbeentesatenaesneenaesntenbeas 3

2. Onucanue poJieBOi MojeIn 5
3. Hayayio pa6oThl ¢ Moxy/aemM 6
4. Pabouas obaacte PykoBogcrea CAOB 7
5. Cuenapun padoThbl NOJIb30BaTEJS 8
5.1. Pa00Ta € CYOBEKTAMI TIJIH.......eeiuiiieieieieitieie ettt ettt sttt st et st e e ea et e es et en s e st enseeseenseeneensesneensesnnensesneens 8
5.1.1. PemaktupoBaHue CIHCKa KATETOPHHA CYOBEKTOB TIJIH......eouiiiiiiieiieiiiiiieieeice et 8

5.1.2. Vuer THUIOB [T/IH JJIST KATETOPHI CYOBEKTOB. .......eeverveerreereeresseeseeseesseeseesseessesseessesssessessesssessesssensasssenssensenns 9

5.1.3. Yuer o0pammeHUi CYOBEKTOB TT/TH. ..c.eouiriiriiriiiiintiientctctetetetet ettt ettt 12

5.2, PA0OTA C TACTIJIH. ... .ueeieeeiieeeie ettt et e e et e e ettt e e et e e e e e e eeaeeeeeaseseeaseeeeteseesseseeaseeeanteseensseeensenas 16
5.2.1. TIpocmotp u peaakTupoBaHue KAPTOUKH MICTIIH. ......oovuiiiiiiiiiiiiiiiectceeccte et 17

5.2.2. Onpeaenenue ypoBHS 3AMIIEHHOCTH TIJIH. .. .coiiiiiiiiiiiiiiiiiiiiiic ettt 18

5.2.3. Onpenenenue ypoBHS ncXOAHOH 3aMIUIIEHHOCTH MICTIIIH. ...ooveiviiiiiiiiiiiiiic e 19

5.2.4. DOPMUPOBAHME MOJIEITH YTPO3. .. ueeureeureerereenseessseenseesssesnseesssesnseessseesseessseesssesnseenseessessseesseesssessseesseesssesnsees 19

5.2.5. BBIIIOTHEHAE TPEOOBAHUI TIO BALITHITC. ......cuveeueenereneeseeneesseesesneesesneensesnsenseensenseensesseensesneensesnsessesnsessesssessens 21

5.3, VYT HOCHTEIICH TTJIH. ... .ooiiiuiiiiiiiiieiie ettt et e e e et e et e e e et e e e eaae e e etaeeeteaeeeaaeseeaseeeenteneesseeennseas 23
5.3.1. IIpocMmoTp U penakTUpoBaHUE KAPTOUKUA HOCUTEIS LTI IH. ....oovuiiiiiiiiiniiiiieiccie et 24

5.3.2. DOPMUPOBAHUE FKYPHAITA F AKTAu.uvvenureevreeneeenueeenteesutesateesssesseesseeaseesseesnseesssesseessseenseessstenseessseenseessesnseens 25

S, VHET CPB ..ottt ettt e et s e et e e st e e beessbe e beessbaenseessseensaeesseensaeessaenseesssaenseessseenssennseensaeanseenseenns 25
I B 00 i £21 1 (S ) 011 OO PSP PSTUPPRRPRRRI 26

5.4.2. ®opmupoBaHue KYpHANA YIETA CP3U....cc.iiiiiiiiiiiiiiiiiiiccee e 29

5.5. BeICHUE CHPABOTHHIKOB MOILYIISL. .. uveuveeueeretensenseensenseensesseenseeseenseansenseeneesseeneesaeensesseensesssensesstenseensenseensesseensesneensesnes 29

6. Ilpunoxenust 30
6.1. Ilpunoxenne A. Onpenenenue ypoBHS 3aIUIIEHHOCTH TIJIH......cocooiiiiiiiiiiiiiiiiiiccceeec e 30

6.2. ITpunoxenne b. Onpenenenne ucxomHON 3aMUIIEHHOCTH MCTIJIH......veoiviiiiiiiiecieeiie e 31



1. O0mue moJIoKeHud

1.1. TepMuHbI, OnIpeesieHNs1, COKPALLIEHUSA

B nacrosmem PYKOBOACTBC MCIIOJIB30BAHBI CICAYIOIINEC COKPAIICHUSA:

* Ub — UndopmarmonHas 6€30MacHOCTb.

* UCITIn— MudopmaninoHHasi cucTeMa nepcoHalbHbIX JaHHBIX.

* H/IB — HenexirapupoBaHHbIE BO3MOXXHOCTH.

* [I/1n — IlepconanbHbIC TaHHBIE.

* [10 — IlporpammHoOe oOecrniedeHue.

* P® — Poccuiickas deneparmsi.

* V3 — YpoBeHb 3alIUIIEHHOCTH.

* ®CTOK Poccun — ®enepanbHas ciryx0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOIIO
Poccun.

1.2. O01Iue cBeaeHus

Hacrosmiee pykoBOJACTBO TIOJIb30BaTeNsl yCTAHABIMBAeT MOPSAOK PAabOTHI € MOAYyJIEM
«Ympasnenue 00pabOTKOM MepCOHATBHBIX JaHHBIX» (fanee — Moxyinb YOI/ IH).

Monyns  «YmpaBinenue o0pabOTKOW  TMEPCOHATBHBIX  JAHHBIX»  NPETHA3HAYEH  JUIS
aBTOMATHU3aIlMU JIEITEIIbHOCTH OpraHW3alliu IO BBITIOJIHEHUIO TpeOoBaHuii denepaabHOTO
3akoHa Poccuiickoit @enepanuu ot 27.07.2006 Nel52-D3 «O nepcoHalbHBIX JAaHHBIX» U €70
ITOJ3aKOHHBIX aKTOB.

1.3. Haznauenue moayJist
Monaynas YOIT[lH mo3BOSIET BRIMIOTHATD CIEAYIONTNE QYHKIIUN:

1. Yuer cyonexToB I1/1H:
* Yuer tunoB I1/[H 1151 kKaTeropuii CyObeKTOB;
* Yyert oOpamenuit cyorekroB [1/1H;
2. Yuer UCII/IH:
* Benenne peectpa THMOB, mporeccoB o0pabotku, Hocuteneil [1/ln B cocrae
WCTI/IH, yueT paboTHukoB, nonymeHHbix kK UCIH;
* Onpenenenue ypoHs 3amuiieHHocTr UCITJH 1 ypoBHS HICXOIHOM 3aIIUILIEHHOCTH
IT1H;
» opmupoBanue mojzenu yrpo3 u Hapymuresnei UCI/IH, yueT HeUTpain30BaHHBIX
yIpO3 MPH BHITIOJHEHUU TPEOOBAHUI MO 3aIIUTE;
» ®opmupoBanue nepednst TpedoBanuit no 3ammure UCIIIH U yyeT BBINMOTHEHHBIX
TpeOOBaHMIA;
* Vyer unnuaeaTos ¢ UCIIJIH.



3. Yuer Hocuteneit [1/1H.
4. Yder cpeicTB 3alIUThl HH(POPMAIUH.
5. HanonHeHue 1 akTyau3aius ClpaBOYHUKOB IS BEJICHUS yueTa:
* Kareropuit cyowekroB I1/[H, ubM mepcoHanbHbIE JaHHBIE 0OpabaThIBAlOTCS B
OpraHu3aluu;
* Tumnos, oopabateiBaecmbIx [1/]H;
* [IponieccoB o6padotku I1/1H;
* Hocureneit 11/]H;
» PabotHuKkoB, nomymieHHbIX K [1J1H;
* Cpencts 3amutsl uHbopMmanuu (Cp31);
* TpeTbux JHIl U CTOPOHHUX OpraHu3anuii, KoTopeiM nepenatorcs [1/In u kanamnon
nepenaun [1/1n.
6. ABTOMaTH3UpPOBaHHOE (POPMUPOBAHME TICUATHBIX (OPM W 3arpy3ka JOKYMEHTOB B
CHUCTEMY.



2. Onucanue poJieBOil MOJeJIH

Jlns momy4yeHus A0CTyIa K paboTe ¢ MOAYJIEM y TOJIb30BaTeNsl JOJKHA OBITh HACTPOCHA POJIh
«PykoBoacteo CAOb».

[Tonp30oBaTeNnb B JAHHOW POJIM UMEET MOJTHBIN TOCTYI K (PYyHKITMOHATY MOTYJISL.



3. HayaJjio pa0doThI ¢ MoayJieM
Jlns Hauana pa6otel ¢ moayinemM YOIIJIH BBIMOTHUTE CASAYIOIIHE IeHCTBUS:

1. OTkpoiite Gpaysep.

2. B anpecHoii cTpoke Opay3epa yKaxkHUTe aJipec, 0 KOTOPOMY pacrioiokeH Bai skzemmisip
1aT(OPMBI.

3. Ha cTpanurie ayreHTH(UKAIMKY BBEIUTE JIOTHH U TIapoiib Barieit yueTHoit 3amnucu.

4. Haxmute kHonky «Boitt». OTkpoercs pabodas o0nacTb, COOTBETCTBYIOIIASI POJIH, B
KOTOPOU HAXOAUTCS IOJIb30BATENb.



4. Pabouas o0aacts PykoBoacrea CAODb

I[J'I}I rnepexoaa K pa6oqel71 00J1acTH HaXKaTh JIOTOTHUII B BCPXHCM JICBOM YIIIy CTPAaHUIIBI.

B paboueii o6mactu PykoBoactsa CAOB oToOpaskaroTcst BKIaIKK ¢ HHPOpMAIUEH 10 MOAYIISIM
Cucremsl.

Ha pabGoueit oOmactu «¥YmpapieHue o0OpaOOTKOW TMEPCOHATBHBIX JaHHBIX» OTOOPa’KEHBI
JarpaMMbl, B KOTOpBIC BBIBEIE€HA OCHOBHAs WH(GOpPMAIs TIO COCTOSHHUIO O€30MacHOCTH
no kaxaon WCII/IH: xonmuecTBO yrpo3 M KOJIMYECTBO HEUTPATM30BaHHBIX, TPEOOBaHM U
BBITNIOJTHEHHBIX, KOJIMYECTBO MHIUAECHTOB U M3 HUX — KOJUYECTBO 3aKPBITHIX, PE3YJIBTATh
IPOBEPOK COOTBETCTBUs TpeboBanusiM (Prcynox 1).

ncnau Hocutenu MOH Cybbektsl MOH Cp3¥M CnpaBoMHMKN [varpammsl

TpeboeaHnus no sawute UCTOH Konuuecteo yrpos MCIMOH

100
80
60
40
20
M TpeGosarua . . [ | . [ - W Vrposu

0

SAP BPC SAP ERP SAP 1 B Bumontente Tecrosan urdop. SAP ERP Tanakruka 3.1 B Heiirpanvzosartiie

0

PesynisraTel npoBepok BbinonHenus TpebosaHuit (B npoektax YCT) WHumpenTol UCTOH

. Beinonrero I I I I I I . VrumgenTal

M He suinonvero SAP BPC

SAP SRM ACY usscis M 3axpoimeie

Puc. 1. Pabouast o6nacts PykoBoactsa CAObB

[lepexon k mpyrumM paszmenam MOAYJS OCYIIECTBISIETCS C TIOMOIIBIO BKIJIAJAO0K B BEPXHEH YacTh
paboueit obmacTu:

* UCITH;

* Hocurenu I1/1H;
* Cyobexrsl [1/1H;
* Cp3U;

* CripaBOYHHUKWY;

* [lnarpammel.



5. Cuenapuu padoThbI MM0JIbL30BATEJIS

B pasnene npuBeneHsl ciieHapu# pabOThI MOIb30BaTENEH BO BCEX POJISX, MPEAYCMOTPEHHBIX
JUIs1 KOppeKTHOTO (hyHKIMOHUpoBanus moayias YOIIIH.

5.1. Padora ¢ cyobexTamu I1/1n

Jlnst mepexofa K pazzieny OTKpbITh BKiIaaKy «CyOonekTsl [T Hy.

B nannom pasnmene Beaercs yuer TumoB IIJIH B paspe3e kareropwii cyonektoB II/IH u
oOpaiieHuii cyObEeKTOB.

Jlns mepexona K KapTOYKe KAaTErOpUHM WM OOpalieHus CyObEeKTOB JIBaXKAbl KIMKHYTh Ha
COOTBETCTBYIOIIYIO 3aIKCh B CITUCKE.

MCnox Hocurenu MOH CyGbekTbl MNOH Cp3A CnpaBoYHUKIA LOnarpammbl

Kateropuu cybbektoB O6palleHns cyGbekToB

KaTeropuu cytwektos MNOH

< +

Kareropus
Q
AKUMOHEPbI V.
Mocetntenu .
KoHTpareHTbl X
Kanaupars! Va3
PykoBogsLue AOMKHOCTH (MneHbl MpaeneHns, YneHbl CoBeTa AMPEKTOPOR, YneHbl PeBU3NOHHOM KOMUCCAN) X
PopcTeeHHuKK paboTHUKOB &‘ x
3asBUTENH V.
WHauBUAyansHele NpeanpuHUMAaTenu <%
PaGOTHHKN V.
COTPYAHUKM NOAPSAHUKOB <%

< 1 w2 >

Puc. 2. Cyobexrsl [1/1H

5.1.1. PepaktupoBanue cnucka kareropui cyonexkros I1/{n

st noGaBneHus KATETOPUH:

1. Haxatb KHONKy "I
2. B nosiBuBLIEHCA CTPOKE BBECTU HAUMEHOBAHUE KaTETOPUH.
3. st coxpaHeHus HaKaTh KHOMKY (5, 11st oTMeHbI - 'O.

Jl1st penakTUpOBaHUS KaTeTOpUU:



1. B COOTBETCTBYIOIIEN CTPOKE HAXKATH KHOTIKY & .
2. OTpenakTupoBaTh Ha3BaHUE KATETOPHUHU.
3. Jlns coxpaHeHHs Ha)KaTh KHOMKY (B, 1718 oTMeHs - 'O.

JInst ynaneHus: Kareropuu:

1. B cooTBeTCTBYIOMIIEH CTPOKE Ha)aTh KHONKY XK.
2. JIn1st coxpaHeHusl HaxaTh KHONKY [, 1 oTMeHBI - 0.

5.1.2. Yder Tunos 111 quist kKaTteropuii cy0beKTOB

1. OTKpbITH KapTOUKy Kareropuu cyosextoB 11 (Pucynox 3).

Ha kaprouxe kareropuu cyonekra [1/1a oTroOpaskaercs mepeuens tTurnoB [1/[H, akTyanbHbIH
st paHHOM kareropuu. Jlns kaxgoro tuna IIJIH BeiBeneHo, B kakux WCIIIH oH
oOpabaTsiBaeTCsl U 00pabaThIBaCTCs I BPYUHYIO.

PaGoTHUKM

Tunel obpabatsizaemsix MH
Tun MH ncnau Pyunan obpaboTtka
Q BribpaTs -
[Nata poxaeHnusa SAP SRM =
damnunua, UMA, 0TYECTBO cof, 1C: 3uK a8
Agpec pernctpauun SAP ERP, SAP SRM "

Cepus, HOMep, 1aTa U MecTo Bbifiauu nacnopta a

X X X %X %

MecTo paboTsl =

Puc. 3. Kaprouka kareropuu 1/
2. Ins noGasnenus cymiectpytomero tumna [1/{H:
* Ha)KaTh KHOIKY “1;
* B OTKPBIBIIEMCSI OKHE OTMETUTDH HYKHbBIC 3aITHCH;



C
* Ha)KaTh KHOIKY i

BbIGOp 3nNeMeHTOB

Q Mckats..

Tun MOH WCNOH PyuHar
ofpaboTka

N [aTa powasHus
i DaMUNHA, UMA, 0TYECTEO

AOpec perucTpaumm

CepuA, HOMED, [1aTa ¥ MECTO BeIAa4u nacnopTa
d MecTo padoTsl

AIpec 3MexTDOHHON MouTEl

CHUNC

WHH

Puc. 4. Boi6op tuna I1/1n
3. s coznanus tuna [1/IH HaxaTh KHONIKY . [Toapo6uee - cM. Cozanue Tumna
[T]1H.
4. Jlns ynanenus tuna I1J[H B COOTBETCTBYIOIIEH CTPOKE HaXaTh KHONKY &.

5.1.2.1. Co3nanue tuna I1/In

1. OTKpbITH KapTOUKy Kareropuu cyonsektoB 11 (Pucynox 3).
2. Haxarb KHOIIKY [cospers | OTtkpoercs kaprouka HoBoro tuna [1/{n (Pucynox 5).

[MacnopTHble gaHHble

Kareropua *
/| AsTomatusmposaHan obpabotka ' Pyuran obpabotka

|Cneumaﬂbe|e v

Lienn oGpad | OonylweHHsle MNepegaya TpETLHM CTOPOHAM TpaHcrpasMyHan nepegaya

mcn+ yenos

+

Hocutenu

HaumeHoBaHue -
Kareropun cyGbekTos

Q

SAP ERP

con

1C: 3uK

X X X X

SAP SRM

Puc. 5. Kaprouka tuna [1/{xn

3. Ykazatp kareroputo [1/1H.

-10 -



4.

10.

11.

Bri6pare Tunsr 06padotku [1/1H.

ITo ymom4yaHuio yCTaHOBJIEH MPU3HAK JIUIsl aBTOMATU3UPOBAHHON 00paboTky — «a», mis
pyuyHnoi — «Her».

. Ha Bxmanke «O6pabotka» Ha moxBkianke «UCII[Iu» nob6aBute MCIIH, B KOTOpPBIX

obpabatsiBaeTcs JaHHBIN THN [1/1H:
* Ha)KaTh KHOIKY “T;
* B OTKPBIBIIEMCSI OKHE OTMETUTh HY)KHBIC 3aITHCH,

C
* Ha)KaTh KHOTKY il

[ 0
IIpum.:

[TonBrmanka « MUCIT[IH» oTOOpa)kaeTcsi, TOIBKO €CIIH JIJIsi aBTOMAaTU3UPOBAHHON

00paboTKK yCTaHOBIIEH MPU3HAK «/[a».

. /

. Ha Bxmanke «O0paboTka» Ha monBkiaake «Hocurenn» mo6aBuTh MHGOOpPMAIMOHHBIC

AKTHBBI M TEXHUYECKHE CPECTBA, HA KOTOPBIX pasMentensl I1/IH qaHHOro Tuma:
* Ha)KaTh KHOIKY T
* B OTKPBIBLIEMCS OKHE OTMETHTH HYXKHBIE 3AIIUCH;

C
* Ha)KaTh KHOTIKY il

. Ha Bxuagke «O0Opabotka» Ha noaBkiaake «Kareropun cyObekTay 100aBUTh KaTETOPUM

cyonekra [1JIH, y KoTopbix oOpabarbiBaeTcs manHbli Ty [1J]H:
* HAXKaTh KHOIIKY 1;
* B OTKPBIBIIEMCS] OKHE OTMETUTH HY>KHbIE 3aIUCH;

¢ Ha)XXaTb KHOIIKY .

. Ha Bxnaake «Ilenu o6paboTkm» BeIOpaTh 11eu 00padboTku qanHoro tumna [1/1x:

* HA)KaTh KHOTIKY =& B ToJie «Llemm oOpaboTkm»;
* B OTKPBIBILIEMCsI OKHE OTMETUTh HY)KHBIE 3aIIUCH;

C
* HQ)KATh KHOTIKY il

. Ha Bruagke «llenn 06paboTKm» yKa3aTh AEWCTBUS, KOTOPbIE OCYIIECTBISIOTCS C JAHHBIM

turoM I1JIH:
* HAXKaTh KHOIKY 1;
* B OTKPBIBUIEMCS OKHE OTMETHTH HY)KHBIE 3aAIIUCH;

Coxpanntb
¢ Ha)XXaTb KHOIIKY

Ha Bxnaake «IIporecch» BbIOpatTh mporecchl 00padoTku ganHoro tuna [1/1H:
* Ha)KaTh KHOIKY T
* B OTKPBIBILIEMCSI OKHE OTMETUTh HYXKHBIE 3aIUCH;

C
* Ha)KATh KHOTIKY il

Ha Bkmamke «JlomymieHHbIe» BBIOpaTh PAOOTHHUKOB OpPTraHM3AIlMH, IOMYIICHHBIX K
06pabotke manHoro tuma [1JIH.

* HAXKaTh KHOIKY 1;

* B OTKPBIBIIEMCSI OKHE OTMETHTh HY’KHBIE 3aIIHCH;

C
* Ha)KaTh KHOMKY il

-11 -



IMpum.:

Jliist BBIOOpA TOCTYITHBI TOJIBKO paOOTHUKY C JomycKoM K T1JH.

12. Ha Brnajke «Ilepeaaya TpeTbUM CTOPOHAM» BBIOPATH TPETHIO CTOPOHY, KOTOPOH MOTYT
TnepeaaBarbes:
* Ha)KaTh KHOIKY T
*B HOBOW CTPOKE BBIOpATh W3 CIIPABOYHHKA TPETHIO CTOPOHY M yKa3aTh KaHall
nepenaun [1/1H;
* U1l COXPaHEHHUsl HaXKaTh KHOMKy (2.

a0 ™
Mpum.:
Ecau TpeThs cTOpoHa OTCYTCTBYET B CHpPAaBOYHUKE, HEOOXOIMMO CO3/IaTh €€ C

MOMOIIbI0 KHOTIKU «J]00aBUTH TpeThio cTOopoHy». llogpoOnee - cm.Benenue
CIIPaBOYHUKOB MO,

. /
13. Ha Brutagke « TpancrpanuyHas nepeiada» BoIOpaTh CTpaHbl, B KOTOpbIe nepeaarorcs [1/1xn

JIAHHOTO THIIA.
* HaXKaTh KHOIKY “;
* B OTKPBIBLIEMCS OKHE OTMETHTH HYXKHBIE 3aIIUCH;

C
* Ha)KaTh KHOTIKY il

[ 0
IIpum.:

Ecnu B crpane, kyna nepenatorcs [1/1H, He obecnieunBaeTcst TpeOyeMblil ypOBEHb
3amutsl I11/1H, 10JI630BaTEIIb MOIYYUT COOTBETCTBYIOLIEE IIPEAYIIPEKACHUE.

. /
14. Ins coxpanenus kaptouku [1/[H HaxxaTh KHONIKY =

5.1.3. Ydet oOpamennii cyobexToB I1/1n

Jlns mepexoma K pasgeny B croucke cyobekroB IIJ[H oTkpwiTh Brimanky «OOparieHus
cyobexToBy (Pucynox 6).

Crnrcok oOparnieHuil CoIepKUT JIB€ BKIAJIKH:

* Hogsle - conepsxut oOpatienus B cratycax «HoBoe oOpatienue»;
* OGpaboTaHHbIE - COAECPKUT OOpaleHus B ctarycax «BoimomHeHo» u « OTKIOHEHOY.

-12 -



KaTeropun cybvekToB ObpalueHns cybbekToB

Coszgatk hua.nuuo s + HoBble

CybbexT Tun obpalleHus [Oata t | [ata o6paboTku ObpaboTaHHble
nocTynneHus

Q Boi6pars... - Q 0 a |

MaHaeB ©.B. O3HakoMneHu1e ¢ xapaktepom obpabatsiBaemMbix MOH  28.06.2018 b 4

YTpeHHeB B. A. O3HakomIeHne ¢ xapaktepom obpabateieaembix MAH  11.07.2018 x

Cwnpopos O3HaKomeHne ¢ xapakrepom obpabareieaembix MAH  11.07.2018 b 4

5 10 20 50 < 1wt D

JKypHan oGpalleHuit cyoLeKToB MaH

+XXypHan yuyeTa obpalleHuil cybbektoB.d... & x‘

Puc. 6. Peectp obpamienuii cyobexroB 11/

5.1.3.1. Co3panue oOpamenust

1. Haxath KHOTIKY " B crimcke obpanienuii cyobektoB ITJIH. OTKpoeTcsl KapTouKka HOBOTO
oOpareHus.

Cybwext NAH *

‘ WMeaHoB .. v
Aata nocTynneHus * Aarta o6paboTkun Tvn oGpaweHns *
‘25.10.2022 | ‘ ‘ﬂ.aTa o6paboTku (| ‘ ‘OaHaKomneHue C Xapaktepom obpabaTbiBaemblX ... +

KpaTkoe coaepxaHue oGpawieHna

Kpatkoe cogepxaHue obpalueHus

Ob6paweHne

‘ O6palleHne |2 7R3 ‘
Cratyc obpaweHus * OcHoBaHWe ans oTKasa

‘ Hogoe obGpalueHue v ‘ OcHoBaHWe NS 0TKa3a ‘

Onepartop

CoxpaHuTb OTMEeHUTb ‘ nzubova

Puc. 7. Peectp obpamenuii cyobexron [1/]n

2. B mone «Cy0bext [1ln» BeIOpaTh MU0, Ube 0OpameHne oopadbarsiBaeTcsl.

-13 -



[ 0
IMpum.:

Ecmu cyObekt, ube oOpaiieHue oOpabaThiBaeTcs, HE 3aBEIEH B CHUCTEMY,
HEO0OX0AUMO ero 100aBHUTh - cM.Co31anue (U3UIECKOTO JINIIA.

. /
. Be1Opath THn obpamieHus.

. 3aMOJIHUTH KPATKOE COJIEp KaHUE 0OpaleHUs!.
. B mone «Obpatienue» mpuKpenuTh BIOKEHHE C TIOMOIIBI0 KHOTKH &

AN DN AW

.Ilone «/lara mnocrymiaeHus» HE NOCTYIHO Ul PENAKTUPOBAHMSA, II0 YMOJIYaHUIO
YKa3bIBAETCs TEKyIlas Jara.

7. 1lone «Omneparop» He AOCTYNHO I PEIAKTUPOBAHMS, IO YMOJIYAHHUIO YKa3bIBACTCS

TEKYILUH [T0JIb30BaTENb.

8. Haxxarb KHOIIKY .

5.1.3.2. O6padoTka oOpamenns

1. OTkphITh B criicke obpanienuit cyobektoB I1J{H HYKHYIO 3aMuCh.
2. Eciiu oOpartieHue BbIITOJIHEHO:
* B mosie «Craryc oOparieHus» BeIOpaTh 3HaUeHNE « BBITOTHEHOY;

* HA)KaTh KHOTIKY == Kaprouka coxpaHHUTCS 1 aBTOMAaTHIECKH 3aKPOESTCSI.
3. Ecniu oOpaliieHue OTKIOHEHO:

* B mosie «Craryc oOparieHus» BeIOpaTh 3HaYeHNnE « OTKIOHEHOY;

* 3aMOJHUTH 1oJie «OCHOBAaHUE /TSl OTKa3ay;

* Ha)KaTh KHOIIKY | covan. | Kaprouka coxpaHUTCS 1 aBTOMAaTHIECKH 3aKPOESTCSI.
4.Tlocne o0paboTku oOpamieHuss OHO OymeT oToOpakaTbCcs B peecTpe Ha BKIIAJIKE
«O0paboTaHHBIEY.

5.1.3.3. Co3nanue pu3n4eCKOro JuLa

1. Haxarp KHOIKY B crmcke oOpamiennii cyosekToB (Prucynox 6). OTkpoercs
KapTouka gusudeckoro juna (Pucynok 8).
2. Yxazare ®UO ¢usnyueckoro Juia.
3. BeiOparh kareropuro CyObeKTa;
4. Ha Britagke «/Jlanuble Gu3. 1uia» yka3aTrb JTOTOJHUTENIbHBIE CBEICHUS:
* 1aTy pOXKJEHUS;
* ajipec;
* TesiehoH;
* JIEKTPOHHYIO TIOYTY.
5. BriOpath 3HaueHue B nojue «Craryc aumay:
* ecniu BbIOpaTh « COTPYIHUK OpPTaHU3aIiy», TO MOCJIE COXPAHEHUs PSAOM MOSBUTCS
CCBUJIKa Ha KapTOUKy paOOTHHKA;
* eciM BBIOpaTh « BHEIIHEee JHUII0) - TOSBUTCS CChIIKA HA KAPTOUKY TPEThEH CTOPOHBI.
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| Cornacue Ha obpaboTky MNOH

6. Haxxatp Ha KHOIKY | JUIsi QOPMUPOBAHUS U CKAYMBAHUS TEYaTHOU

dbopmbl cormacust Ha 00pabotky I1J[H.

[ 0
IIpum.:

CkaH cornacus B JajibHeiIeM 3arpy3uTh B nojie «Cornacue Ha 00padotky I1/[H»
C IIOMOIIIBIO KHOIIKH &

-
7. Haxxatp KHOIIKY .

[Tocne coxpanenus none «Craryc auuay CTaHeT HEAOCTYIHO Ul PEIAKTUPOBAHUS.

Ha Bxuitagke «O0parnienus» OyayT 0ToOpakaTbesi 00palleHus: JaHHOTO CyObeKTa.
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17 [0k Cornacue Ha oGpaGoTKy MAH

OoKkymeHT B x

PO ‘

MonyyeHo cornacue Ha obpabotky IMNAH

Kateropwnsa cyobekTa

[aHHble chus.nuua ObpaleHus

fara poxaeHua Cratyc nuua

[ata poxaeHus n ‘ ‘

Anpec
TekeT

TenedyoH

TenecdoH ‘

3neKTpoHHaA no4Tta

‘ OrneKTpoHHagdA no4Ta ‘

Cornacue Ha obpabotky MNOH

Puc. 8. Kaprouka ¢uznyeckoro nuia

5.1.3.4. ®opMupoBaHue :KypHaJa yuera o0OpameHui

1. Haxarp xuonky +#* («ChopMupoBaTh >XypHald yuera OOpalleHHii») Hal CIHCKOM
obparenuii cyorektoB (PricyHok 6).

byner chopmupoBan gokymeHT B (opmare docX, CChIJIKa Ha HETO TOSBUTCS B IOJIE
«Kypnan obpatenuit cyobextoB [11H».

2. Jlnsa cxaumBanus nokymenta Haxars Ed. Tlpousolizer ckaunmBanue c(h)OPMHUPOBAHHOIO
JIOKYMEHTA.

5.2. Padora ¢ UCII/In

Jlns nepexona k paszneny oTKpbITh BKiIaaky « MCITa».

B nannom paznene Benercs yuet MCII/IH, nonymeHHbIX pabOTHUKOB, yIpo3 U TpeOOBaHUH 1O
samute UCII/IH.

Cnucox UCIT/IH conepXuT /iBe BKIAIKH:

» AxtuBubie UCII/IH;
* UCII/IH B apxuBe.
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Jlnst nepexona k kaprouke MCII/IH aBak1bl KIMKHYTh HA COOTBETCTBYIOILYIO 3aIIUCh B CITUCKE.

IIpum.:

Coznare UCII/IH Bpy4HYIO HENb3s, 3TO MPOUCXOAUT B MOIyJIe YUeT U Kiaccudukanus
o0nekToB npu yreepxaeann UC, spiusromeiics MCIIIH.

AxTneHele MCTOH WCNOH B apxvee

WCNan Craryc moaenw yrpo3 YpOBEHb UCXOQHOW | YPOBEHbL Yrpo3bl HelTpanuioBaHH 3auuTHble Mepbl | BbINOMNHEHHbIE
3aLMILEHHOCTH 3aLUALIEHHOCTH
Tect MCMNOH Tpebyetca Cpenxuit Tpebyetca 0 0 0 0
thopMupoBaH1e onpefenuTs

ypoBEH:

3allALLeHHOCTH

MCnau
SAP BPC YTBepxaeHa CpenHuia Y31 30 1 82 1
SAP SRM YTeepKaeHa Cpenxuit Y34 28 0 0 0
SAP ERP VYTeepxaeHa Boicokui ¥32 9 15 29 43

Puc. 9. UCTI/n

5.2.1. lIlpocmotp u pexakTupoBanue kaprouku UCII/In

B BepxHI010 MaHens BbIBeIeHA OCHOBHAs HHpopMmalus 1o tekyuiemy coctosinuto UCII/In. [Ton
HAaUMEHOBAHHEM pacIiojio’keHa cchlika Ha kapTouky WC, kotopas siBisiercs panHoi UCII
(Pucynok 10).

YpoBeHb MCXOQHON 3ANEHHOCTH Yposens saumuensocty Mn * CraTtyc mofenu yrpos *
SAP ERP : B
Beicokui Y32 YTeepxaeHa KTUBHA
APP-001, SAP ERP
OBWaR WHDOPMEUMA ObpadaTeieaemee MK Mpoueccel MO# YpOBEHE 33LMILBHHOCTH Monens yrpo3 Mepsl 3aLuTsl VHUMaeHTEl
Hazuaueuue
Tekct
AOMHHHCTPATOPbI
TonyBes-Tect H. M., Maxaes-TecToBlit ¢ =
Hocutenu MH
+
Kon HaumeHoBaHue
Q Q
*  WHbOopMaLMOHHBIW aKTUB
APP-001.1A-12 562672 x
~ TexHuuyeckoe cpeacreo
APP-003.TS_4 sms00972_SAP ERP sms00972 x

Puc. 10. Kaprouka UCITIn. OOmmas napopmarus

Ha Bxmanke «OOmass wunHdopMmanus» 3anonHute HaszHauenne WCII[AH, BwIOEpuTE
aIMUHUCTpPAaTOpOB. B KadecTBe aIMHMHHCTpaTopa MOXKHO BBIOpPAaTh TOJBKO PaOOTHUKOB,
nomymeHHsIx kK oopabotke [1Jln. Huwxke pacmonoken nepeuens Hocuteneil I1/[H, kotopsie
yunuTtbiBatoTcs B 1aHHOW UCII/IH. C nmoMomibo0 KHOKH -+ 10GaBISIOTCS HOCUTEITH I11H.
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Ha Bknagke «OGpaOatsiBaemble [IJ[H» oroOpaxkaercs mnepeueHb Tunos [I/[H, koTopsbie
obpabareiBatorcst B nmannoit MCII[n. Jlns noGamnenust mocTymHbl Toiabko Tumbl [1JIH ¢
MPU3HAKOM «ABTOMATH3UPOBaHHAS 00pabOTKay.

Ha Bkmanke «IIporneccsl [1/1H» oTobpaxkarorcs mporecchl 00padotku [1/1H, aBToMaTn3upyemMbie
B nanHou MCII/IH.

Ha Bxknaake «MHUUAEHTB» OTOOpa)kaeTcs NEepedeHb HMHIMJEHTOB, CBA3aHHBIX C JaHHOU
NCII/Ix u ux craryc.

5.2.2. Onpenesienue ypoBHs 3amumedsoctu I/

Pacuer ypoBHs 3amumienHoctu [IJIH HeoOxomuMo MPOBOAUTH 1t (HOPMHUPOBAHUS MOJEITH
yIpo3, akTyanabHbIX s ganHoi UCII/IH.

1. IlepeiiniuTe Ha BKIAAKYy «YPOBEHb 3alUIIEHHOCTW», NOJABKIAIKY «YPOBEHb
samumeHHocty [ u». (Pucynox 11)

YpoBeHb HCXOAHOW 3aIUWILEHHOCTH ¥Ypoeeus sawmnmennocty M0H = Cratyc mopenm yrpoz ™

SAP ERP

APP-001, SAP ERP

Bbicokui Y32 YTeepxaeHa AKTWBHA

0Bwan uHhopmaLus O0pataTeigaemeie MNOH Mpouecce MA# VpoeeHs 23LUMLIBHHOCTH Mogene yrpoa Mepel 3aWmTsI WHumaesTsl

YPOBEHE 3aLUMLEHHOCTH TTOH
OnpeneneHue YpoBHA 3awuieHHocT M+
YDOBEHE MCXOQHON
JALMLLEHHOCTH
Kateropus Nk

|Cneumaﬂbe|e x v

Obwem obpabaruisaembix MAH

|M5Hee 100 000 cybrekToR x v

Tun yrpoz

|er03m 2 Tuna x v

AxT onpefieneHus ¥3

|Ar€r onpedeneHns ypoeHa salmiieHHocTi MCIMOH.docx & x|

Puc. 11. Kaprouka UCIT/In. Onpenenenue ypoBHs 3amtuiieHHocTs [1J[xH

2. Bribepute xateroputo I1/1H, kotopas comepkutcs B UCII/IH.

Br16upaTh He00X0IMMO KaTEropHio ¢ MAKCUMAJIbHBIMU TPEOOBAHUSAMH TI0 3aIUTE: CaMble
cTtporue TpedoBanus npenbsBisitores, ecnu B MCITJIn oOpabarbiBatoTCsl crieliaibHbIe
kareropun II/lH, nanee — OuomeTpUyecKHe, WHbIE W HAUMEHEE CTpPOTUe, ECiH
00pabaThIBAIOTCS OOIIEAOCTYITHBIE.

3. Beibepute o0beM oOpabarbiBaembix [IJ[H (komudecTBO CyOBEKTOB) W THI YIPO3,
xapakrepHsiii it UCIIn (pacmm@poBka TUTIOB YTrpO3 MPUBOIUTCS B MPUIOKEHUU A).

4. Haxmute «Pacuer ypoBus». [Jna pannoit WCIIJIm Oymer paccuMTaH ypoOBEHBb
samuuieHHocTd [1/IH (oH OymeT BBIBEEH B BEPXHIOIO MaHENb) U CHOPMHUPOBAH aKT
OIpe/ieNIeHNs] YPOBHS 3alIUIIEHHOCTH. AKT OyJIeT aBTOMaTUYECKH 3arpyKeH B 1oJie « AKT
onpenenenus ¥Y3». Ero MoxXHO ckayaTh ¢ TOMOIIBIO 3HaUKa &
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5.2.3. Onpenesienne ypoBHs ucxoanoi samumesnoctu UCIIIn

1. Iepeiinure HA MOABKIAAKY « YPOBEHb UCXOIHOM 3amumeHHoctu» (Pucynok 12).

SAP ERP YpoeeHs i YpogeHs MOk = Craryc mogenw yrpos ™
Boicokuit ¥32 YTBepKaeHa AxTnBHa
APP-001, SAP ERP
0BLYan MHDOPMALWR O6paGaTsizaeMee MIH Mpovecckl MH YpOBEHS 3aLUNLIEHHOCTH Mogens yrpoa Mepsl 3auTsl VIHUMAEHTLI
TeppuTopHankHOE pasMelleHne VposeHs 3aumwenHocTn NIH
|I'Im<aanaS| (kamnycHanr) MICTH, pazgepHyTan B Npeaenax HecKonsKUX DMM3Ko pacrnonoxeHHbIX 30aH1A X v ‘ YpoBeHL MCXomHOi

P
Hanwme coeuenns ¢ ceramn oBulero nonb3osans

|MCI‘HZI,H‘ thr3anyeckn oTAENeHHaR OT CeTH 0DLLEero Nonb30BaHuA x v ‘

BcTpoeHHbIe (NeranbHeie) onepauuk ¢ 3anucAMK Gaz N«

|LJTeHme, noucK x -‘

Pasrpanmsenwe gocryna k Mk

|MC|-U:|,H‘ K KOTOPOW MMeeT NoCTYN onpedeneHHbIA nepeyeHt COTPYAHUKOB OpraHu3alni, ABNAKLWeHcA nagensuem WCTOH, nub..x ~ ‘

Hanwuue coeguuenmii ¢ apyrumu Gazamm Ml wnwix UCMn

|MCﬂﬂH B KOTOpPOW MCMone3yeTca oaHa basa [N[H, npuHaanexallas opraHnsauuy - Bnagensyy aaHHoR VCIOH x v ‘

Ypoeexs 0bobwennn (obeanuuneanus) M0

|MC|-U:|,H‘ B KOTOPOW JaHHble 06e3NM4MBakiTcA TONBKO NpW NepefaYe B APYrie OpraHn3aumu i He o0eanuyeHsl Npu npeaocTaened. s« ‘

0Bwem Nfl4, KOTOpbIE NPEAOCTABNSIGTCH CTOPOHHMM nonb3osaTensim UCMfk 6e3 npeasapuTentHol 06paboTim

|MCﬂﬂH npefocTaenawLas yacts MOH ® v ‘

Puc. 12. Kaprouka UCIT{n. Onpenenenne
ypoBHs ucxogHoi 3amuimennoctu UCIIx

2. 3anoiaHUTE ONPOCHUK U HaKMUTE «COXPAHUTDHY.

ABTOMAaTHYECKH OYJET PACCUUTAH YPOBEHb UCXOTHOW 3AIIUIIEHHOCTH (OH TaKXe OyJIeT
BBIBEJICH B BEPXHIOIO IMaHelNb) U chopMUpoBaH 0a30BbIH HAOOp TpeOOBaHUIL MO 3alUTe
UCII/H, akTyabHBIX TSI JAHHOTO YPOBHS 3aIlIUIIEHHOCTH.

Ecnu mepecuntars ypoBeHb HCXOAHOHM 3alUIEHHOCTH, HAOOp TpeOoBaHUU Takxke Oyner
V3MEHEH.

Jloruka pacucTa YpOBHA HCXOHHOﬁ 3aMUINCHHOCTH IIPUBCACHA B IIPUJIOKCHUN b.
5.2.4. ®opmMupoBaHUEe MOIEJIH YIPo3

1. Ilepeiiqute Ha BKIAAKY «Moeinb yrpo3».
2. Haxxmute kHonky «CopmMupoBaTh MOJEbY.

Cdopmupyetcs nepedeHb yrpo3, xapakrepHbix s fannoi UCI/IH.

Ba:xxunoe 3ameuanmue:

Jliist hopMupoBaHUS MOIENH YIpo3 HEOOXOUMO CHauaja ONpPEIeInTh YPOBEHb
ucxonHor 3ammmieHHocty WMCII[H. Ecim sTtoro He caenarh, KHOIKA
«ChopmupoBarh Mozenb» He OyaeT oToOpaxaTrhCsi, BMECTO Hee Oyuer
BBIBEICHO MPEIYIPEIKICHUE O HEOOXOMUMOCTH OTIPECIICHHUS YPOBHS HCXOIHOU
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samuiieHHocTH. Kornma ypoBeHs OyleT onpeieneH, mpeaynpekaeHIe mpomaeT,
a KHOTIKa, HA000pOT, 0TOOpa3UTCS.

3. Ilocne popMupoBaHusi cTaryc MOJENU yrpo3 u3MeHuTcs Ha «OneHka yrpos3». Ha atom
CTaTyce MOYKHO OTPENAaKTUPOBaTh IMEPEYeHb yrpo3 — J00aBUTh HOBBIE WM YAAIUTh
HeakTyasibHble. [l ynoOcTBa OLIEHKHM 3/1€Ch OTOOpa)KaroTcs IpyHibl yrpo3 (yrpo3sl
BepxHero ypoBHs). [locie yTBepxaeHHs MoOJENH Yrpo3 yxe OyayT oToOpa)arbcs
OTHeNbHbIE YTPo3bl U3 cripaBouHuka PCTOK.

4. 15151 K101 yrpo3bl YCTAHOBUTE YPOBEHb BEPOSTHOCTH U YPOBEHb OIIACHOCTH:

* B KQX/1011 siueiike BbIOpaTh 3HAYEHHE U3 BBINAJIAIOIIETO CIHICKa,
* HO)KaTh KHOMKY COXpaHeHus B Tadnuie (Prcynok 13).

YpoBeHb MCXOOHOH ZaILHILEHHOCTH YpoeeHs zamumenHocTH MOH * Craryc mogenw yrpos *

- CpeaHui Y32 OueHka yrpoz AKTHBHa
APP-111, USSC_IS
OBLAaR MHOOPMALUA ObpaGarsizaemsle MOH Mpoueces! M4 YpOBEHb 3aLUMLLEHHOCTH Mogens yrpo3 Meph! 3auuTsl VHUMaeHTEl
YpoBeHb UCXOAHOW 3awmieHHocTn:  CpeHni ik
2|+ |:| e
OBo3Hay... + HaumeHoBaHWe yrposbl BepoAaTtHoCTe OnacHocTe BoamoxHoCTE AKTYanbLHoCTb
Y6 01 HeCaHKUMOHNPOBAHHOE (hHIMYECKOe Bhicoknii CpenHui Bicokuii
NPCHUKHOBEHNE B MeCTa pasMelLieHuA v
TCAC
Yb 06 YTeuka MH(OPMaLMK MO TEXHUHECKUM Cpennnia Bricokuit CpenHuia v
KaHanam
YBb 07 YTeuka MHhopmauuK No KaHanam CBA3N Hu3kuin Cpennui CpeaHuit v
Yb 08 [oGbiBaHne/coop/ananu3 nHdopmauun
Yb 10 PazrnalueHne uHpopmaun
Y6 14 banscndukayua MHhopmayu
Yb 28 Mcnonb3oBaHue AC B MUYHBIX LIEMAX Hn3kuia Bbicokuid CpeaHuii v
Yb 30 Yrpo3a BHenpeHnA Kona a
S —
L 9
+
5 (10 20 50 Beero sanmcein: 8 {1
Huakuit
YTREpAMTL Mofenk el

Puc. 13. Kaprouka UCIT[n. Monens yrpo3. Onenka yrpo3

5.Tlocne coxpaHeHUs JUIsl KaxJAOW yrpo3bl OyJeT YCTaHOBJEH ypOBEHb BO3MOXXHOCTHU
peanu3anuu M NpPU3HAK akTyalbHOCTH. Jlormka pacdera BO3MOKHOCTH peaju3aluu
yIPO3bl U AKTYyaJIbHOCTHU IPEJCTaBIeHa B MPUIIOKEeHUH B.

Kpome nepeunst yrpo3 chopMupoBaH NnepeuyeHb XapaKTEpPHBIX HApYILIUTENEH, KOTOPHIH
TOYKE MOXKET OBITh OTPEJAKTUPOBAH.

6. Kora Bce yrpo3bl oLieHEHbI, HAKMUTE « Y TBEPAUTH MOJIENbY (€CIIM OCTAETCs XOTs ObI O7/HA
HEYyTBEpPKACHHAs yrpo3a, CUCTEMa BbLAACT OMMOKY). Mojienb yrpo3 nepeiieT Ha CTaryc
«YTBEpKACHA.

7.Ha craryce «YTBepxIeHa» YK€ BbIBEACHbI yrpo3bl u3 cnpaBouHuka DCTOIK, s
Ka)KJIOM Yrpo3bl BBIBEJACHbI NpHU3HAaKu «AkryanbHa» u «HeuTpainsoBaHa». Yrposa
CUMUTAETCA HEUTPAJIN30BAHHOM MPU BBINOJHEHUH BCEX CBA3AHHBIX MEp 3aLIUTHI (CM.
paszznen «BeInmoaHeHne TpeOOBaHMIA 110 3aITUTE ).

8. [Ipr He0OXOIMMOCTH BHECEHUS U3MEHEHUH B MOJIEIb YTPO3, HAXKMUTE KHOTIKY «MI3MEHUTh
Mozenb». Mognens yrpos nepeizer Ha craryc «KoppekTupoBka» U IepeueHb yrpo3 CTaHeT
JOCTYIIEH JUIsl pefakTupoBanus. [locne penakTupoBaHus CHOBA Ha)KMHTE «Y TBEPAMTH
MOJIEIIbY.

9. JIBOMHOM LIEITYOK 10 HAMMEHOBAHUIO YIPO3bl OTKPBIBAET KaPTOUKY yrpo3bl (Pucynox 14).
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YBWM 009 SAP ERP Axtyantha

Kateropum yrposs:
OBX0A CUCTEMBI 3ALLATEI NPY NOKaNbHOM AOCTYNE

HaumeHoBaHHe yrposbl

BepoatHocTs OnachocTs Tun vapywmutens MoTexnunan wapywwurena

Bricokwi x v| ‘Bmco»«mﬁ x v |Hapymmenb v

| MoTteHynan v

Mepbl 381U TEI

YcnoeHo... | CogepxaHne Mepel BuinonH...
Q Q Buibpats >
~ AHTMBMpYCHas 3alMTa
AB3.1 Peanuaauws aHTUBMPYCHOW 3aLLMTHI v x
AB3.2 OBHoBMeHNe Ba3bl AAHHLIX NPU3HAKOB BPEAOHOCHBIX KOMMNLIOTEPHLIX NporpamMm (BUpYCoB) v x
~ BblABNeHUe MHUMAEHTOB U pearpoBaHue Ha HUX

AHL 1 Onpeaenexve NuL, OTBETCTBEHHLIX 3a BbIABNEHWE UHLWAEHTOB U pearupoBaHue Ha HUX v x

Puc. 14. Kaprouka yrpo3sl

10. Ha xapTouke BHIOEpUTE TUI U MMOTEHIIUAN HAPYIIHUTEIS.

BoiOparb Mepbl  3amuThl Ui HEMTpanu3alMu Yrpo3bl MOXHO TOJIBKO —IOCIE
dbopmupoBanus 00mero (yTO4YHEHHOTO) Mep 3amuThl (cM. paszmen «BruimonHenne
Tpebosanuii 1o 3amurte»). Korma mocrne Kaxaoro coxpaHeHHs KapTOYKH YIPO3bI
MIPOUCXOINUT MIPOBEPKA BBHITOTHEHHSI CBSI3aHHBIX 3aIIMTHBIX Mep. Ecn y BcexX 3aIluTHBIX
Mep CTOUT Ipu3HaK «BrimonaHenay, yrpo3a nepexoaut B craryc « HelitpannsoBanay. Eciu
X0Ts OBl O/IHAa MEpa HE BHITIOJIHEHA, yIrpo3a SBISETCS aKTyalbHOH (cTaTyc oToOpaskaeTcs
B IIPAaBOM BEPXHEM YIIIy KapTOUKH).

JIBOMHOM IMIETYOK IO HAMMEHOBAHHIO 3aLIIUTHON MEPBI OTKPBIBAET €€ KAPTOUKY.
5.2.5. BbinoJiHeHUue TPeOGOBaHM 110 3a1UTE

1. Iepeiinure Ha BKIaAKy «Mepol 3amuthly. Ha moaskiaake Cp3U otoOpaxarorcs
Bce Cp3U, cBsazannbie ¢ panHoit WCII/[In (ucmonb3yemble BO BCeX Mepax
3ammThl). Ha monBknaake «ba3oBeiii HaGop» - 0a30BbIi HabOp TpeOOBaHUM,
c(hopmMupOBaHHBIN HA OCHOBE YPOBHS 3aLTUIIICHHOCTH (CM. pasnen «OmnpeiesieHre ypoBHS
samumieHHoctH [1/lH»), Ha MoABKIaIKe «ATaNTUPOBAHHBIN HAOOP» - HAOOP TpeOOBaHUH,
chopMupoBaHHBIN HA OCHOBE MojienH yrpo3. Ha Bkianke «O0muii Habop TpedoBaHMiD» -
o0benuHeHre 6a30BOTO U ajlanTUpoBaHHOTO Habopa. [l popmupoBanus ob1iero Habopa
HaxkmuTe KHOTIKY «ChopmupoBars TpedoBanus» (Pucynok 15).
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YpoBeHb MCXOQHOH 3aLHIEHHOCTH ¥Yposenk awmnumenHocTy MOH = Craryc mogenm yrpos *

- Cpenwii V32 YTBepKaeHa AKTUBHa
APP-111, USSC_IS
OB6WaA WHH Obpabar nax Mpouecce MNAx ‘YPOBEHb 38LUMLLEHHOCTH Mogent yrpoa Meps! 3aLWNTsI VHUmaeHTE
rx
CdhopmupoBaTe TpeboBaHWUA | | CdhopmupoBaTh 0TYeT no TpeboBaHuAM = Cpam
OByt Hab
YcnoeHoe t | Cofep¥aHue Mephl BLINOMHEHO it At
P TpeSosaHMi
o
aQ a BuGpaTs. = Eas08sil Habop
. ANEnTUPOBaHHSIN
AHTMBMpYCHas 3awWmra yaGon
AB31 Peanu3sayna aHTMBMPYCHOI 3aLLMThI
AB3.2 OBHoENEeHWe Da3bl AaHHLIX NPU3HAKOE BPEAOHOCHLIX KOMNEKTEPHEIX NporpamMm (BUpycoe)

~ BblfBNeHne WHUWOSHTOB W pearMpoBaHve Ha HUX

WHLL1 Onpenenexue NuL, OTBETCTBEHHBIX 3a BbIABMEHWE UHLWAEHTOB M pearnpoBaHne Ha HUX
WHLL 2 ObHapyxeHue, MAEHTUMWKaLWA W perncTpauus MHLMAEHTOR
MHL 3 CBoeBpeMeHHoe WHOPMUpOBaHWE ML, 0TBETCTBEHHLIX 33 BbIABMNEHUE UHUWAEHTOB 1

pearupoBaH1e Ha HUX, O BOZHWKHOBEHWH MHLUMASHTOB B MHDOPMALHOHHOA CUCTEME
none3oBaTtenAiMy U aaAMWHUCTpaTopamMin

WHLL4 AHANN3 MHUMOSHTOE, B TOM YNCTE ONpefeneHne MCTOYHUKOR H NPHUMH BO3HUKHOBEHNUR
WHUWAEHTOB, a TarKe OLeHKa MX ﬂDCﬂeﬂCTBMﬁ
< 1 EE

Cnucok Tpeboeannii no sauwure UCNOH

|ﬂ0KyMEHT = x‘

Puc. 15. Kaprouka UCITIH. Meps! 3amuTsl. O01muii Habop TpedoBaHui

2. 3aiiuTe Ha KQpTOUKY TPeOOBaHMS IO 3alTUTE (3AIIUTHON MEphI) C TOMOIILIO TBOWHOTO
IIEJTYKa JIEBOM KHOIKOM MBIIIM 110 HauMeHoBaHuto (Prucynox 16).

B Bepxneit manenu oroOpaxkaercst kox 3amuTHOW Mepwl, HaumeHoBaHue MCIIIH, &
KOTOPOI OTHOCHUTCSI TpeOOBaHNE M KOMMEHTAPUU TIO BBITTOJIHEHUIO.

=] Ana Texywero ypoeua 3aumtel UICMNOH pexomengyem ncnone3soeare Cp3W Gonee ewicokoro knacca Brinontena
AB3.2 USSC_IS

Enok peGosanmii

AHTMEWDYCHAR JalnTa x v

Conepranne meps

‘ O6HoeneHme Bassl IaHHLIX NMPUHAKOE BPE/IOHOCHSIX KOMMLIOTEPHEIX NPorpamm (BUpycos)

Pexomenaauum no peanusatiu

<span><font size="3">&nbsp; &nbsp;Oneparopou fomHo Bkimk oBecneueHn ob Baskl aHHLIX N KOMHTEpHLIX NPOrpan (supycoe). <br>&nbsp;
&nbsp;06HoBNeHHe Ba3kl AaHHLIX MPUIHAKOE BPEOHOCHLIX KOMMLIOTEPHEIX NPOTPatM (BHPYCOB) AOMKHO npep.ymamuaam<br><ﬂfom><ul><\|><font size="3">nonyueHue yseaoMneHui o

OpraHu3aluoHHan Mepa /| Texuuueckan mepa

HenpumeHima

CpepfcTea 3aWyTs! MHGopMaLmn

+
= AnTuBMpychoe 0O
Fortinet FortiMail VM 5 knacc x
> M2
TrustAccess 2 knacc x
Diamond VPN/FW 6 knacc x
Yrpoabl +
Kon 1 | Yrpoza He#rpanuaosaHa
Q a Buifbpats. o

¥ HEeT 3HaYeHHA
YBW 116 Yrpoza nepexeata AaHHLIX, NepeAaBaeMblix N0 BbMHUCIUTENLHOR CETH v b4

YBW 129 Yrpoza nogMers! peaepeHOi konuu nporpammHoro obecneuenus BIOS v x

Coxpannms Ommena

Puc. 16. Kaprouka Tpe6oBanus 1o 3amure

3. BHI/I3y KapTO4YKHU BBI6epI/ITe IIEPCUCHb YI'PO3, KOTOPLIC NOJIZKHA HeﬁTpaHHSOBaTB TCKYyIIasd
3aliuTHasA Mepa.
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4. 1ns BbIONHEHUsT TpeOOBaHUS HEOOXOAMMO OINPEAENIUTh, SIBISIETCS 3alllMTHas Mepa
OpraHU3allMOHHOW WM TEXHUYECKOM, a TakkKe, NMPUMEHMMA JIM OHAa B TEKYyLIUX
yCIOBHSX (BO3MOXKHA JIM €€ peaju3alus U lenecooOpasHa U OHA SKOHOMHUYECKH).
[Ipu3Hak OpraHM3allMOHHON MM TEXHUYECKOW MEPBI 110 YMOJIYAHUIO YXKE 3alOIHEH U3
cupaBoynrka ®CTIK, HO pu HEOOXOIMMOCTHU ITH 3HAYEHUSI MOKHO U3MEHHTb.

5. B 3aBUCHMMOCTH OT BbIOpAaHHOTO MPHU3HAKA — OpraHU3alMOHHAs WIM TEXHUYecKas Mepa
— OTOOpa)aroTcs COOTBETCTBYIOLIME NOJs JuIsl 3anojHeHus. Eciu BhIOpaH mnpu3HaK
«Texuuueckas mepay, HeoOxonumo BeiOpate Cp3U, KoTOpbIe HCTIONB3YIOTCS IS 3aIUTHI
UCTIIn. Ecnmu «OpranuzanuoHHas» - HE0OXOMUMO BPYYHYIO OMHCATh JEHCTBUS IO
peanuzanuu. Ecnu v opranu3annoHHas, 1 TEXHUYECKasi — HY )KHO yka3aTh XoTsi 061 Cp3U.

6. Ecniu Mepa HempuMeHuMa B TeKylled CHUTyalldd, HEOOXOJUMO BBIOpATh MpPHU3HAK
«Henpumenumay. B aTom citydae, BHE 3aBUCMOCTH OT TOTO, OPIraHU3AL[MOHHASI MEPA WJIN
TEXHUYECKasi, He00X0IMMO BhIOpaTh KOMIIEHCUPYIOIIYIO Mepy. KomneHncupyroiryo Mepy
MOYHO BBIOpaTh U3 CYIIECTBYIOIINX, HJIM CHavdasla co3/1aTh. J[jst 3TOro Ha)XMHUTE KHOIIKY
«Co3marey.

7. Korpa 3amojHEeHbl JaHHBIE 10 BBINOJHEHUIO 3alIUTHON MEphl, COXpAaHUTE KapTouky. B
BEPXHEM IIPAaBOM YIITy TOSABUTCS OTMETKA «BbIronHeHay.

8. B ciydae TexHH4ecKkoi Mephl, cieayeT yuuThiBath kiace Cp3U. Heobxoaumo BeIOMpaTh
Cp3U xnacca, cOOTBETCTBYIOIIET0 TpeOyemMomy ypoBHIO 3amuineHHocTH [1J{n. Ecnu
BbIOpano Cp3M HeqocTaTOuHO BHICOKOTO Kilacca, Mepa Oy/IeT BBIIIOJTHEHA, HO B BEPXHEH
naHenu OToOpa3utTcs pekoMeHaanus ucnoib3zoBate Cp3M OGonee BBICOKOro Kiacca.
CootserctBue kitaccoB Cp3U u ypoBHeit 3ammiieHHocTy [ 1/1H mpuBeneHo B NpuiiokeHuu
I.

9. ABTOMaTM4eCKH IPOM3OMAECT IMPOBEPKA CBA3AHHBIX YIpPO3: €CIU  BBIIOJIHEHBI
BCE 3allMTHbIE Mepbl (Ha HEUTpaIu3aluio Yrpo3bl MOXET ObITh HalpaBiIeHO
HECKOJIBKO 3allMTHBIX MeEp), yrpo3e mpucBauBaeTcsi mpu3Hak «HeiTpanuzoBaHay.
Ecnn oTrpenaktupoBaTh 3alIUTHYIO MEPY M OHA MEPECTAHET BBINOIHATHCA, MPU3HAK
«HeiTpanuzoBaHay y yrpo3bl OyJeT CHSAT.

10. Bepnutecs B kaprouky MCIIAn. Hag nepeunem no 3amure UCII/IH HaXKMUTE KHOIKY
«CdopmupoBars oTueT 1o TpedoBaHusIM». ByneT chopmupoBana neyarHas popma otuera,
CoJlepKallero MOJHBIM CHUCOK BceX TpeboBanui 1o 3amure. Pain oruera Oynmer
coxpaneH B mone «Crucok tpeboBanmii o 3ammre UCIIIa» (cm. Pucynox 15). Ero
MOXKHO CKayaTh, HAKaB Ha 3HAYOK &

5.3. Yuer Hocuredeii I1/1n

Jlns nepexona k paszneny oTKpbITh BKiIaaky « MCITH».

B nanHoMm paspene oroOpaxkaercs peectp Hocutenei [1/lH, crpynnupoBaHHBIN 10 THIAM
(Pucynox 17). Hocurenem I1/In siBisiercs nndopMaioHHblii akTuB ¢ TUNoM «llepcoHanbHble
JTAaHHBIE» U TEXHUYECKUE CPEJCTBA, HA KOTOPBIX Pa3MEIEHbI TAKKE AKTHBBI.
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CdpopmupoBaTh aKT yHUUTOKeHUA MOH

Kon

Q

MH$OPMALMOHHIH aKTHE
1A-001

APP-002.1A-002

APP-002.1A-004

Peectp HocuTeneii MNOH

Hanmerosauue

Q

[NanHble 36 B SAP ERP
JDanHble OB B SAP ERP

[JaknHele BCKI B SAP ERP

MNontn 03
Q

CchopmupoBaTh KypHan yueta Hocuteneit MAH

OTBeTCTBEHHBII

Q

APP-111.1A-6 test-IA-T7

APP-001.1A-12 562672

APP-006.1A-13 BaHbI JOKYMEHT Basa jaHHbIX Bonpocos A. K

APP-111.1A-186 OTneyarku nankLUes noceTutene Maccue naHHBIX lNaHaee-TecToBLIA ©.
- cpeactso (MM Ha cneaylolei cTpaHuue)

APP-003.TS_4_sms00972_SAP ERP sms00972

TS_10_VMS30103_SAP ERP VMS30103

APP-002.TS_246_SMS01101_Micresoft SQL SMS01101

Server

< 1 w2 >

Kypwan yseta vocuteneii Mn

+)XypHan yyeta HocuTenei docx = x|

Axr yuuuronenns Nk

dopma AkTa 00 YHUUTOKEHUM NEpPCOHanbHLIX AaHHbIX docx & B x‘

Puc. 17. Peectp nocureneit [1J1n

I[J'ISI nepexoaa K KapTo4ke HOCUTCIIA HI[H ABAXK/Ibl KIIMKHYTb Ha COOTBCTCTBYIOLIYIO 3allMCh B
CIIMCKC.

5.3.1. IIpocmoTp 1 perakTupoBaHue KapTouku HocuTes s I/ x

B BepxHel maHenu oToOpa)kaeTcsi HANMEHOBAaHUE HOCUTENS M ero Tull. [lon HanMeHOBaHHEM
pacroyiokeHa CChIIKa Ha KapTOUKY OOBEKTa 3aIUThI, KOTOPHIN SIBISETCS HOCUTEIIEM.

Ecnu Haxarb Ha kHONIKY «Ynanuthb [1/{n», Oyzner ycranoBineHa Tekymas nara ynaienus 11J{x ¢
HOCHTEJNSI 1 HOCUTEI0 OyJeT MPUCBOCH MpH3HaK «/lanHble ynanens». Hocutenu, Ha KOTOPBIX
yaanens! [11n u UCIIJIH, B KOTOPBIX OHU YYUTHIBAIOTCS, MOMAAYT B MEYaTHYIO (GOopMy aKTa
yHnuToxxkeHus 11/1H.

CepBep 1C TexHwWueckoe CpencTeo

Kaprouka oGbekTa sawmTel

OvBeTcTBEHHBIA

OTBeTCTBEHHBbII

MNax Cp3n

MNepeyeHs obpabartbiBaembix MH

Tun MNOH

Q
~ BHOMeTpUYecKue

CKaHbl CETYATKN rMa3a b 4
~  MHHble

damMunua, MMA, 0TYECTBO x
~ CneunancHble

MacnopTHele AaHHble x

Puc. 18. Kaprouka Hocurens [1/{n

Ha Bknagke «I1n» oroOpaxatorcs tumnsl [1/{H, KoTOpble XpaHsATcs Ha JaHHOM Hocutene. Ha
Bkiaake «Cp3W» - cpeacTsa 3ammThl HHOOPMAIUH, KOTOPBHIE C HUM CBSI3aHBI.

Js nobasnenns tumos [11x nim Cp3U:
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* Ha)KaTh KHOIKY T
* B OTKPBIBLIEMCS OKHE OTMETHTH HYXKHBIE 3AIIUCH;

C
* Ha)KaTh KHOTIKY il

5.3.2. ®opmupoBaHHe )KYPHAJIA M aKTA

st dbopmupoBanust )xypHaia yuera Hocurenei [1/]x
1. Haxmute kHomky «CdopmupoBath >kypHan ydera Hocutenei [1[In» Hax cnuckom
Hocureneit [11u (Pucynox 17).

Bbyner chopmupoBan qokyMeHT B (opmare docX, ccbulka Ha HEro MOSBUTCS B IOJE
«Kypnan yuera Hocurenen [1/Jn».

2. lns cxkauuBaHWsl JOKyMeHTa Haxkarh E. [Ipomsoiimer ckaumBaHue cPOPMUPOBAHHOTO
JIOKyMEHTA.

Jlnst opmupoBanust akra yaunatoxeHus [1/[H:

1. Haxxmure kHonky «CdopmupoBarh akT yHuuToxxeHus [1/1x».

Chopmupyertcst neuartast popma xkypHana akta yHuutoxeHus [IJ[H Ha HOCUTENSX U B
UCII . Cebuika Ha HETO MOABUTCS B ToJie «AKT yHHUUTOXeHus [1{a» (cMm. Pucynox 17).

2. Jlna cxauMBaHUs JOKyMeHTa HaxaTh E. Ilpomsoliger ckaumBaHue cHOPMUPOBAHHOTO
JIOKyMEHTA.

5.4. Yuer Cp3HU

Jlis mepexona K paszneny OTKpbITh BKIAAKy «Cp3W».

B nannom pasznene oroOpaxkaercs nepeueHb Bcex Cp3U, crpynmupoBaHHbIN MO UX TUNAM. Y
kaxaoro Cp3U otoOpakaercs kiiacc U TpeOOBaHUS, KOTOPbIE OHO 3aKPHIBAET.

HJ’I}I nepexoaa K KapTodyke HOCUTCIIA Cp3I/I ABAKbI KIIMKHYTb Ha COOTBCTCTBYIOIIYIO 3aIIMCh
B CIIMCKE.

-25 -



MepeyeHb Cp3M

8 + Z
HaumeHoBaHue Knacc CP3/  3akpbiBaemble TpeGoBaHns
Q Bbibpart v Q
~ IPS
FortiSandbox 5 Kknacc Peanuaauns aHTVBMPYCHOIN 3alunTel, AHaNU3 MHLUWASHTOB, B TOM Yucre onpeaeneHe NCTOYHUKOB U

StoneGate IPS

Traffic Inspector 4 knacc

v AHTUBUpYCHOoe MO

Fortinet FortiMail VM 5 knacc

5.4.1. Co3nanue Cp3H

MPUYKUH BOSHUKHOBEHMS MHLIMAEHTOB, @ TakKe oLeHKa nx nocnencteuii, O6HoBneHne 6asbl AaHHBIX
NPU3HAKOB BPEAOHOCHBIX KOMMBLIOTEPHLIX MPOrpamMm (BUPYCOB) , KOHTPOIb TOYHOCTU, NONHOTHI 1
NPaBUNBHOCTU AaHHbIX, BBOAWMBIX B MH(POPMALIMOHHYIO CUCTEMY , YNpaBneHne 3anyckom
(o6palLeHUaMI) KOMMOHEHTOB NPOrpPaMMHOTo 0BecneyeHuns, B TOM YUCNe onpeaeneHne 3anyckaemblx
KOMMOHEHTOB, HACTPOIka NapameTPOB 3arnycka KOMIMOHEHTOB, KOHTPOSL 3a 3arnyckoM KOMMOHEHTOB
nporpaMmHoro o6ecnedeHust , O6HoBNeHNe 6asbl JaHHbIX NPU3HAKOB BPEAOHOCHBIX KOMMBIOTEPHBIX
nporpamMm (BMpycoB)

AHanMa MHUMAEHTOB, B TOM YMCNE ONpeaerneHie MCTOYHUKOB W NMPUYMH BOSHUKHOBEHWS MHUMOEHTOB, a
Takke oLeHKa UX nocneacTuin, OBHapyxXeHUe, MAeHTUMKALUSA U PErUCTPaLMs UHLMAEHTOB

AHanv3 UHUYOEHTOB, B TOM YMCHE onpeaerneHne UCTOYHUKOB U NPUYWMH BO3HUKHOBEHNS UHUMAEHTOB, a
TaKKe oLueHKa Ux nocneacTeuil, ObecneyeHre NoANMHHOCTH CETEBLIX CO8AMHEHNIT (CeaHCOB
B3aUMOAENCTBUS), B TOM YKCNe ANg 3all1Thl OT NOAMEHbI CETEBLIX YCTPOUCTE U CePBUCOB

OBHoBneHue Gasbl AaHHbIX NPU3HAKOB BPEAOHOCHbIX KOMMBIOTEPHBIX NPOrpamm (BUpYCoB) ,
YnpasneHue 3anyckoM (0BpaLLeHUsIMM) KOMMOHEHTOB NPOrpaMMHOro obecrnevyeHs:, B TOM Y1cne
onpeenexie 3anyckaeMblx KOMIMOHEHTOB, HACTPolika NapameTpoB 3arycka KOMMOHEHTOB, KOHTPOIb 3a
3anycKoM KOMMOHEHTOB NporpaMMHoro obecnedeHuns , Peanuaalms aHTVBUPYCHOM 3aLUuTbl

Beero sanuceit: 8 € 1 us1 >
XKypHan y4eta Cp3U
| +XypHan y4yeta Cp3W.docx = x‘
4

Puc. 19. Peectp Cp3U

1. Haxxmure knomky +* B peectpe Cp3H (Pucyrox 19). OTkpoercs kaprouka cozmanus Cp3U

(Pucynok 20).

HawmenoBaHue *

‘ StoneGate IPS

Twn CP3U* Knacc zawmrel

‘ IPS v ‘ Knacc v

ObLekTbl 3aWMTEL *

‘ CBA3aHHbIA 0DLEKT 3aLUThI v Cozpate O3

Hasna4yeHune

QBHapyKeHWe W NpenoTBPALLEHWE BTOMKEHWA

MecTo YCTAHOBKH Oprauuaauun, EbINONHABLLAA : I'Ipoe»mlaa OOKYMEHTAaLHA NO YCTaHOEKe

‘ MeCTO YCTAHOBKM = ‘ ‘ ‘ LLOKYMEHT s Ex

OTBEeTCTEBEHHBLIA

‘ OTBETCTEEHHBII

Puc. 20. Kaprouka co3znanus Cp3U1U

2. YkaxxuTe HauMEHOBaHHUE U THUIT Cp3I/I KenarenpHo YKa3aThb KJIAaCC 3allIUTHI, KOTOpBIﬁ OHO

0o0ecIieuynBaeT.
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BriOepute cBsi3aHHBIM OOBEKT 3alIUTHI (TEXHUYECKOE CPEJCTBO WM MPOTPAMMHOE
obecrieuenwe). Eciu Hy )KHBIN 0OBEKT 3aIUTHI €IIe HE CO3/1aH, HAKMHUTE KHOTIKY «Co31aTh

O3». Bo BcrubiBaromeM okHe (Pucynox 21) ykakuTe HaMMEHOBAaHUE W THI OOBEKTa
3aIUTHI.

KapToyka coznanMa Cp3H

OBbeKT 3alWTI

HaumeHoBaHHE *

StoneGate |IPS ‘

Tun 0D LEKTa 33WNTEI *

‘ Mporpammuoe oDecnedyeHne -

Puc. 21. Co3nanue o0ObeKTa 3a1AThl

3. CoxpaHuTe U 3aKpOUTE KapTOUKy OOBEKTa 3aIIUTHI, TIOCIE ITOTO BHIOEPUTE CO3TaHHBIN
00BeKT 3aiuThl B 1oJie «OOBEKTHI 3aIIUTHI.
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4. 3anonHUTE OCTAJIbHBIE MOJIsA, COXpaHUTe U 3akpoiTe kapTouky. HoBoe Cp3U nobasneHo
B peecTp.

Cepwitnbii HoMep Twun Cp3W
Diamond VPN/FW CepuiiHLIit Homep M3 | BLIBECTH U3 SKCANyaTaLMM

APP-111.P0-286, Diamond VPN/FW 6 knacc

Haznauenue
3alyuTa oT BHELUHWX YIpo3 33 cYeT 0DHApYKEeHUsA W NpeaoTBpalLeHUA BTOpKeHWA ‘

Mecto ycTavoBKH OTeeTCTBeHHBIA OpraHuzauma, EbINONHHUELIAN YCTAHOBKY

OTeeTcTBEHHBIH v

‘ MeCTo YCTAHOBKM L

TpeGosaHna CEAZaHHEIE 00BEKTE 38LUMTEI [LOKyMEHTE!

3akpeieaemele TpeboBaHuA

Kon t+  ConepxaHue Mephbl MCNax
Q Q Q
~ AHTMBMpYyCHas 3alWuTa
AB3.1 Peanuzayua aHTUEBMPYCHOR 3allUuThl SAP BPC b 4

AB3.1 Peanuzauua aHTMEBMPYCHOW 3aLuTLI

x

AB3.2 OBHoBneHne Basbl AaHHbLIX NPU3HAKOB BPEOHOCHBIX KOMMNBIOTEPHBIX Nporpamm (BUpYCoB) USSC_IS x®
~ BblsiBNeHWe MHUMAEHTOB M pearnpoBaHue Ha HUX

AHLL 1 Onpenenexyne NuLl, OTBETCTBEHHbLIX 38 BLIABMNEHWE WHUWAEHTOB U DEArnpoBaHKE HA HUX SAP ERP x

Puc. 22. Kaprouka Cp3U

B Bepxueli manenu BeiBegeHa ocHOBHast uH(popmamus no Cp3U. Ilon nHamMmeHoBaHHEM
pacrojoxeHa ccbuika Ha KapTouky oobekta 3amuThl (I1O nmu TC), kotopsim siBnsietcs Cp3U.

[lo kHOmke «BpIBecTM M3 JKcIUTyaTauuu» 3amyckaercs mnpouecc BbiBoga Cp3U  u3
skcrutyaraiuu. Eciaum Cp3W ucnonb3yercs Juist BBINOJIHEHUS TpeOOBAaHMN 10 3alUTe,
TpeOOBaHUs NEPECTaHYT ObITh BBINOJIHEHHBIMHU, COOTBETCTBEHHO, YIPO3bl MEPECTaHYT OBITH
HelTpanu3oBaHHbIMU. [Ipenynpexnenue 06 3ToM OyleT BBIBEACHO MPH HAKAaTUU HA KHOIIKY.
BepHyTh B 3kciuryatanuio BeiBeneHHoe Cp3U yxke HeBo3MoxkHO. B mone «/lara BeiBoga u3
9KCIUTyaTallii» aBTOMAaTHUECKH MOATAHETCs Tekyas nara. Muadopmanus o BeiBoge Cp3U u3
SKCIUTyaTaluy MonajeT B )KypHan yuera Cp3U.

Ha Bxnanke «TpeboBaHus» oToOpakaeTcsi nepedeHb TpeOOBaHUM, ISl BBIIOIHEHUS KOTOPBIX
ucnonb3yercs naHHoe Cp3U. TpeboBaHus crpyIIMPOBAHBI 10 TUIIAM U JJIS KQXKJI0TO yKa3aHo,
k kakor MCIT/IH oHO oTHOCHTCS. /IBOMHOM IIEIHOK IO HAMMEHOBAHUIO OTKPBIBAET KAPTOUKY
TpeboBanus (cMm. Puicynox 16).

Ha Bxmanke «CBsizaHHble OOBEKTHI 3amUThy Haxomsarcs O3, g 3amUThl  KOTOPBIX
ucnomas3yercs nanHoe Cp31.

Ha Bknaake «JlokymMeHTBI» OTOOpa)kaeTcsi MepedyeHb JOKYMEHTOB, cBs3aHHBIX K Cp3U. s
Ka)X0r0 JJOKYMEHTa MOKHO MPUJIOKUTH BIOKEHHE (ITPSIMO B TAOJIHILy C TIOMOIIIbIO 3HAUKa & ).
JlokyMeHThI monaAyT B nedatHyto ¢popmy xypHana yuera Cp3U.
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5.4.2. ®opmupoBanue ;xypHajaa yyera Cp3U

1. Haxxmure kHONKY = «Chopmuposars xypHan yaera Cp3W» (Pucynox 19).

byner cdopmupoBan nokymeHT B (popmare docX, CChlIKa Ha HEro HOSBUTCSA B IOJIE
«XKypnan yuera Cp31».

2. Jlna ckauuMBaHUs JOKyMeHTa HaxkaTh E. [lpousoiiger ckaunmBaHue cHOPMHUPOBAHHOTO
JIOKyMEHTA.

5.5. Benenue cnpaBoO4YHUKOB MOAYJIs

[lepeiinurte Ha Bknaaky «CrnpaBouHUKW». B 1aHHOM paszpenie IPOUCXOAUT aKTyadu3alus
JTAHHBIX, KOTOpbIE MCIONb3YIOTCS B OMMCAHHBIX BBIIIE HAaIpaBieHUsX padoTel: Tumbl [1/1H,
nporieccel 00padotku 1/, TpeThu cTopoHs! u T.1. (Prcynok 23).

Mcnan Hocutenu MOH CybvekTbl MOH Cp3M CnpaBOYHUKK Ounarpammbl
MepeyeHb npoueccos MNOH Mepevenb Tunos MOH Llenn oBpabGotkn MOH MepeyeHb aeiictawii ¢ MOH Kananbl nepegauv MNOH

TpeTb CTOPOHbI CnpaBoyHuK yrpo3 ®CTIK

MepeyeHb o6pabatbiBaembix MOH

HaumeHoBaHWe Kareropus MOH

Q BelbpaTe... v
HaTta poxaeHns WHble

Damunns, UMs, oT4eCTBO WHble

Anpec peructpauuu NHble

Cepwisi, HoMep, flaTa 1 MecTo Bbladu nacnopra WHble

MecTo paboTs! NHble

KoHTaKTHBIA TenedoH NHble

MecTo poxaeHus NHble

Anpec 3NeKTPOHHOM NOYTHI NHble

Mon WHble

X X X X X X X X X X

CeepfieHvst 06 obpasoBaHnm NHble

5 10 20 50 < 1 8 >

Puc. 23. CnpaBouHuku

Jns ueneit oopadorku I1n, nmetictBuit ¢ I1/[H, xanamoB mepenaun u yrpo3 ®CTOK ner
KapTouek. THbIMU clI0BaMU, CIIPABOYHUK MPECTABIIAET COOOM TOJBKO CIIMCOK, KOTOPBIA MOYKHO
pEIaKTUPOBATh.

Jlnst mpoueccoB u ThnoB I1J[H, TpeTbUX CTOPOH M TPEOOBAHUH 110 3aIUTE €CTh KAPTOUKH, T/E
MOKHO PEaKTHPOBATh JaHHble. OTKPBITHE KAPTOUKU OCYIIECTBISETCSA C IOMOIIbIO JBOIHOTO
LIEJIYKA 110 3aIUCH.
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6. Ilpusoxxkenust

Hpuaoxenue A. Onpenesienne yposHs 3amumeHHoctu I/1x

CornacHo IloctanoBnenue IlpaBurensctBa PD ot 01.11.2012 N 1119 «O06 yTBepxkacHUU
TpeOOBaHMN K 3alIUTe MEPCOHANBHBIX HaHHBIX MpPU HX 00paboTke B HMH(POPMAIIMOHHBIX
CUCTEMaxX MEePCOHANBHBIX JaHHBIX», YPOBEHb 3aluieHHocTH [1J[H onpenensiercss Ha OCHOBE
YyeTbIpeX OCHOBHBIX Xapaktepuctuk MCIIIH:

 tunt UCIIJIH B 3aBUCUMOCTH OT cocTaBa oOpabareiBaembix [1/[H (omucanne BO3MOXKHBIX
tunoB UCII/Ixn npuBeneno B Tabnuua 1);

Taoa. 1. Onucanne Tunos UCII/In B 3aBMcMMOCTH OT cocTaBa odpadarsiBaeMbix I1/{H

Kareropus o6pa-
Tun UCTIIn Onmncanne kareropuu odpadarsiBaembix I1/{n
O0arpiBaemMbIx I11H
UCTIn-C B UCIIa obpabarsBarores | JlaHHbIe, Kacaromuecs: pacoBOi, HAIMOHATHLHON TPH-
cnenranbHble Kateropuu [1/IH | HAAEKHOCTH, MOTUTUYECKUX B3TJISIOB, PEIHTHO3-
HBIX WK (puitocodckux yOeKaeH A, COCTOSIHUS 3/10-
POBbsI, UHTUMHOH >KU3HU
UCIIAs-b B UCII[Au obpabarsBatorcs | CBeJeHUs, KOTOPBIE XapaKTepHU3yIOT (hPU3UOJIOTHYe-
6uomerpuueckue [1/]H 1 He 00- | ckue M OMONIOTHYECKHE OCOOCHHOCTH YEJIOBEKa, Ha
pabaTbIBalOTCS  CHEIUAbHBIC | OCHOBAHMM KOTOPBIX MOXHO YCTaHOBUTH €TO JIHY-
kateropuu 111 HOCTb M KOTOPBIE HCIIONIB3YIOTCSI ONEPaTOpOM JUIs
YCTAHOBJICHUS JTNYHOCTH CyOBEKTa
NCIIu-1 B MUCIIlz ob6pabarsiBatorcs | [1/1H, HE OTHOCSIIMECS K CIICIUATBHBIM KaTErOPHIM
nHble kareropuu [1/1n [1/1H, He sBIISIONUECS OMOMETPHYCCKIMHU HITH 00IIIe-
JOCTYITHBIMU
UCIIas-O B UCII[u o6pabarsBatorces | [1/[H, moxydeHHbIE TOJIBKO M3 OONIENOCTYIHBIX HC-
obmenocrymusie 1/ TouHUKOB [1/[H, CO3MaHHBIX B COOTBETCTBHH CO CTa-
Theit 8 denepanbHOro 3akoHa «O TIePCOHATBHBIX TaH-
HBIX» 0T 27.07.2006 N 152-D3

* kareropusi cyorekToB [1/[H (Tonbko naHHBIE paboTHUKOB omneparopa [IJIH mnu naHHBIE
MHBIX JIUL], HE SBJISIOIUXCSA PAOOTHUKAMU OIIEpaTopa);
* konuecTBO cyonekToB [1/1H, nanubie KoTopbix oOpadareiBatorcst B UCIIAu (Oonee mmu
menee 100 000 cyosextoB [1/1H);
* aKTyaJbHBIN THIT yTpo3 Oe3omacHocTu [1/1H:
o 1-p1ii TN, ecau ausa MUCII/IH akTyaneHbl yrpo3bl, cBa3aHHble ¢ HanuueM HJI(B B
cucremuom I10;
o 2-ou tun, ecau a1 UCIIIH akTyanbHbl yrpo3bl, cBsi3aHHble ¢ Hamnunem HJ/IB B
npuxjiaagaom [10;
o 3-pif Tun, ecnu st UCII/IH He akTyanbHbl yrpo3sl, cBA3aHHbIE ¢ Hamuuem HJ[B.
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CootsercrBue xapakrepuctuk MCII[H u ypoBHed 3amumuieHHoctu [I/IH npencrtasieHo B
Tabnuna 2.

Taoa. 2. CoorBercTBue XapakTepucTuk UCIIH u ypoBHeii 3amumensoct I1/In

Tun UCIIAn Kareropusi cy0bekToB KosuyecTBo cy0beKkTOB Tun akTyaJbHbIX YIPo3

1 Tin 2 THn 3 Tun

UCIIu-C He paboTarkoB Bonee 100 000 V31 V31 V32
Menee 100 000 V31 y32 v33

PaboTHuKOB Bomee 100 000 V31 y32 y33

Menee 100 000 V31 y32 v33

UCIAs-b He paboTankoB Bomee 100 000 V31 y32 y33
Menee 100 000 V31 y32 v33

PabotHuKOB Bonee 100 000 V31 y32 v33

Menee 100 000 V31 y32 v33

NCTI -1 He paboTarnkoB Bomnee 100 000 V31 V32 V33
Menee 100 000 V31 v33 V34

PaboTHukoB Bonee 100 000 V31 V33 V34

Memnee 100 000 V31 Vv33 V34

HCII -0 He paboTtHrKOB Bonee 100 000 Vv32 y32 V34
Memnee 100 000 V32 Vv33 V34

PaboTHuKOB bonee 100 000 V32 V33 V34

Memnee 100 000 V32 V¥33 V34

[Ipuioxenue b. Onpenesenue ucxoaHou 3amumesnoctu UCIIAn

[Ton ypoBHeM ucxomHoit 3amntuiieHHoctd MCII/IH monuMaercst oOOOIIEHHBIM MOKa3aTeb,
3aBUCAIIANA OT TEXHUYECKUX M DKCIUTyaTalHOHHBIX Xapakrepuctuk MCII/IH, npuBeneHHbBIX B
TabGmnura 3.

Tao.. 3. Iloka3zareaun ucxomauoii 3amumenHocta UCIIIn

YpoBeHb 3alIMIIEHHOCTH

TexHuueckHe U IKCIIyaTanuoHHble xapakrepuctuku UCI/In
Boicoxmuii Cpennumii Huzkuii
1. Ilo meppumopuanoHomy pazmewenuio:
Pacnipenenennast UCI1/1H, KoTOpast OXBaThIBAaET HECKOIBKO 00Ia- - - +
CTeH, KpaeB, OKPYTOB WM FOCYAAPCTBO B LIEJIOM
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Taou. 3. Ioka3zarenn ucxoaHoi 3amuiesnocTu UCIIIn

TexHu4yecKHe U IKCIIyaTanuoHHble xapakTepuctuku UCI/In

YpoBeHb 3alIUIIIEHHOCTH

Broicokmnii

Cpenuuii

Huzxui

T'oponckas UCTIJIH, oxBaThIBaroIas He 60ee 0JHOTO HACEIEHHOTO

MyHKTa (TOpoja, MOCeKa)

+

Kopnoparusnast pacnpenenennas UCII/{H, oxBaTbiBatoias MHOTHE

noapasacjcHus OJIHOU OopraHu3anuun

Jlokanbnas (kammycnast) UCI1/IH, pa3BepHyTast B IpejiesiaXx HeCKOIb-

KUX OJIU3KO PACIIOJIOKCHHBIX 3ﬂaHHI7[

Jlokansuas UCII/IH, pa3BepHyTas B Ipeaenaax OQHOTO 31aHUs

2. [o Hanuuuto coeOuHenus ¢ cemsamu 00uje2o Noab308aAHUL:

HCTI/IH, nmeroniasi MHOTOTOYEYHBIN BBIXOJT B CETh OOIIEro MOJIb30-

BaHUs

WCIIIH, umeroinast 0JHOTOYCYHBIH BBIXO B CETh OOIIETO MOJIh30Ba-

HHUA

WCTIIH, ¢pusznyueckn oTaeNeHHas OT CETH OOIIEro MoJb30BaHuUs

+

3. I1o ecmpoennvim (1e2anbHblM) Onepayusam ¢ 3anucamu 6a3 nepcoHaIbHbIX OAHHbIX

Yrenue, MOUCK

+

3anuch, yaaneHue, COpTUPOBKa

Moaudukanus, neperada

4.I1o pazepanuuenuio 0ocmyna K nepcoHanrbHulM OAHHbIM

NCTI/IH, Kk KOTOpPOH UMEIOT JAOCTYII ONpeiesieHHbIC IEPEUHEM CO-
TPYIHHUKH OpraHu3aiuy, ssistomieiics Biaangensuem UCIJH, mbo

cyowext [1/1H;

UCTIIn, K KOTOPOI NMEIOT JOCTYII BCE COTPYIHUKH OpraHU3aluHy,

seipsironerics BiaaenasueM UCITIx;

WCTIIH ¢ OTKPBITHIM TOCTYTIOM

5. Ilo nanuuuio coedunenuii ¢ opyeumu oazamu I/[n unvix HCIT/IH

WuTerpuposannas CIIIx (opranms3anus UCTIONB3YEeT HECKOIBKO 0a3
I1Ta UCIITdH, mpu 5TOM OpraHU3aIlis He SIBISETCS BIAIEIbIIEM BCEX

ucrnonb3yembix 6a3 [1J1H)

WCI1/1n, B KOTOpOI Hctob3yeTces oxHa 6a3za [1/[H, npuHaexkanas

opranuszanuu — Biajnenbiy gannou UCIIIn

6. 1o yposrio 0606wenus (obesnuuusanus) [1/Jn:
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Taou. 3. Ioka3zarenn ucxoaHoi 3amuiesnocTu UCIIIn

TexHu4yecKHe U IKCIIyaTanuoHHble xapakTepuctuku UCI/In

YpoBeHb 3alIUIIIEHHOCTH

Broicokmnii

Cpenuuii

Huzxui

WCTI/IH, B KOTOPOIi IPeI0CTaBIIIEMbIE ITOJIH30BATEIIO JAHHBIE SBIIS-
I0TCSI 00€3/IMUeHHBIMY (Ha YPOBHE OpraHu3aliiu, OTpaciu, 00J1acTH,

peruoHa u T.1.);

+

WCTIIn, B KOTOpO#i JaHHBIC 00C3ITMYMBAKOTCS TOJIBKO TIPH IEeperade
B JIPyTUe OpraHU3alUU U HE 00C3TIHMUCHBI IIPH MPEIOCTABICHUH ITOJIb-

30BaTCII0 B OpraHru3aluu,

HCIIH, B KOTOPO# MpenoCTaBIIIEMbIE [10JIb30BATEIIO JaHHbIC HE SIB-
TSFOTCS 00€3THMUCHHBIMH (T.€. TIPUCYTCTBYET HHPOPMALIUS, TO3BOIIS-

IoI1as HACHTUPHUINPOBATh cyonrekTa [1/1H)

pabomku.

7. ITo o6vemy I1/1, xomopvle npedocmasaniomces cmopounum noavzosamenam UCIIn b6e3 npedsapumenvhoii 06-

NCTI/H, npenocrasistomnias Bcio 6a3y aanubix ¢ I[11H;

UCTIn, npenocrapistomias yacts [1/1H;

WCTIn, HEe mpeocTaBIIsOIas HUKAKOW HH(POPMALIUH.
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